The idea of signcryption is to provide a method to encrypt and sign data together, so it is more efficient than using an encryption scheme combined with a signature scheme. We present an identitybased signcryption solution, which is one of the most efficient, provably-secure schemes proposed to date. Our scheme admits provable security in the random oracle model under the bilinear DiffieHellman assumption using the definitions proposed by Boyen and it is also forward secure.
Introduction
Zheng [1] proposes a novel cryptographic primitive which he called "signcryption". The purpose of this kind of cryptosystem is to encrypt and sign data in a single operation which has a computational cost less than that of doing both operations sequentially. Proper signcryption schemes should provide confidentiality as well as authentication and non-repudiation. As in conventional encryption schemes, recovering the plaintext from a signcrypted message must be computationally infeasible without the recipients' private key; as in conventional digital signatures, it must be computationally infeasible to create signcrypted text without the sender's private key.
Identity-based cryptography has become a very fashionable area of research for the last couple of years. The concept was originally introduced in 1984 by Shamir [2] whose idea was that users within a system could use their online identifiers (combined with certain system-wide information) as their public keys. This greatly reduces the problems with key management that have hampered the mass uptake of public key cryptography on a per individual basis.
Several identity-based signcryption Schemes have been proposed so far, e.g. [3, 4, 5, 6, 7, 8, 9, 10, 11, 15, 16, 17, 18] . Within this handful of results, only [3, 6, 7, 8, 9, 10, 11, 18] consider schemes supported by formal models and security proofs in the random oracle model [12] . Among them, Chen and Malone-Lee's proposal [7] happens to yield the most efficient construction. It request only four pairing operations, whose computational cost is less than other same type schemes. We propose a new identity-based signcryption scheme. It is one of the most efficient schemes among the provably secure schemes to date, and also request four pairing operations. Otherwise, it is forward secure.
Preliminaries

1. Bilinear Map Related Computational Problems
Let 1 G be a cyclic additive group generated by P , whose order is a prime q , and 2 G be a cyclic multiplicative group with the same order q . The bilinear map is given as
, which satisfies the following properties: 1) Bilinearity:
2) Non-degeneracy: There exists .The adversary's advantage is simply its probability of victory. In this definition, to obtain the non-repudiation property and to prevent a dishonest recipient to send a ciphertext to himself on s A' behalf and to try to convince a third party that A was the sender, it is necessary for the adversary to be allowed to make a Keygen query on the forged message's recipient B ID .
Our scheme
1. Description of the scheme
Our scheme is motivated by Chen and Malone-Lee's scheme [7] . We describe how our identity-based signcryption scheme works as follows: 
2. Security results
In this section we will state the security results for our scheme under the definitions of Section 2. In fact, the proofs are similar to those of [7] . Here, we omit the proofs.
All our security results are relative to the bilinear Diffie-Hellman (BDH) problem and are proved in the random oracle model [12] i.e. we will assume that the hash functions 
Efficiency Comparison
We compare our scheme with other schemes appearing in the literature in Table 1 . We assume that all schemes are implemented with the same 2 1 ,G G e , and q as defined in Section 3. A y means that the scheme provably meets the definition, an n means that the scheme is not secure under the definition, and a "?" means that the status is unknown. The "conf" is the abbreviation of confidentiality and the "unfo" is the abbreviation of unforgeability. P, E and M means the computations of e, the number of exponentiations in 2 G and the number of the multiplications in 1 G respectively.
Conclusion
We have proposed an identity-based signcryption scheme which is one of the most efficient among the provably secure schemes of its type proposed to date. And it is also forward secure.
Our security analysis, like the security analysis for the identity-based signcryption scheme [7] , requires the random oracle model [12] . Techniques have recently been developed for designing identity-based signcryption schemes with forward secure in the standard model [14, 15] .
